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ABSTRACT
In this paper, we present an automatic Face Recognition and Authentication (FRAS) System. The
proposed System consists of three main phases, namely, Pre-processing, Feature Extraction, and
Classification and Authentication phases. We use ORL faces database in the experiments. The most
significant contribution of this work is using three face recognition methods; the Eigenface , the
Fisherface and color histogram. The Eigenface is the first method considered as a successful technique of
face recognition. The Eigenface method uses (PCA) to linearly project the image space to a low
dimensional feature space. The Fisherface method is an enhancement of the Eigenface method that it uses
(LDA) for the dimensionality reduction. The LDA maximizes the ratio of between-class scatter to that of
within-class scatter; therefore, it works better than PCA for the purpose of discrimination. The color
histogram based methods have proved simplicity and usefulness. Its idea was based on Color Histogram
Quantization with 256 gray levels and using 24 quantization levels. We also use two classification
methods (KNN) and (SVM). The proposed system has attained accuracy of 100% using color histogram
features with KNN classifier and 95% using color histogram feature with SVM for ORL faces database of
40 persons with 10 image faces for each person.

1) Introduction
Face recognition [1] is one of the most popular problems in the field of image analysis and
understanding. Face recognition is the identification of a person from a set, by comparing an image of that
person’s face with an image of every face in the set. It is a process effortlessly and accurately computed
by human brains every day, but is extraordinarily hard to implement in a theoretical framework.
Identifying a person from an unknown face is usually done by comparing the unknown face with the
known faces from a face database. The interest of researchers and engineers in the face recognition
problem has grown rapidly in recent years since there is a wide range of commercial and law enforcement
applications on face recognition. The increasing need for surveillance-related applications, especially due
to drug traffic and terrorist activities has a great impact on the growth of the interest in the field of face
recognition.
Computational models of face recognition must address several difficult problems. These
difficulties arise from the fact that faces must be represented in a way that best utilizes the available face
information to distinguish a particular face from all other faces in the database. Face pose is a particularly
difficult problem in this respect because all the faces look like each other, since they contain two eyes, a
mouth, a nose, and other features located at about the same place.

The main computational stages of a face recognition system, the system starts with the first phase,
captured images are sent through the Pre-processing phase to meet the standards required by a given
recognition system. The Preprocessing [2] phase may perform tasks such as color-to-grayscale
conversion, image resizing, and illumination and background removal in order to normalize the input
image. Some of the images in the face database are used as the Training Set of the system and the rest will
be the Test Set. The Feature Extraction [3][4] phase takes as input a normalized image and outputs a
mathematical model of that input image that expresses the most important features in that image, thereby
reducing its dimensionality. For example, techniques such as Principal Components Analysis (PCA) and
the Linear Discriminate Analysis (LDA) can be used as feature extractors. Finally, the Feature matching
[4] or a Classifier phase compares the feature vectors between a test image and all the training images and
decides which training image is closest to that test image, For example, classifier such as K-nearest
neighbor (K-NN) and support vector machine (SVM) are used on the proposed system.
This paper is structured as follows. In section 2 we briefly describe the stages of face recognition and
authentication system. In section 3 we describe PCA, LDA and Color histogram quantization as feature
extraction techniques. In section 4 we describe a K-NN and SVM that work as classifiers. In section 5 we
present experimental results and in section 6 conclusions and future work.

2) Face Recognition and Authentication System
The proposed Face Recognition and Authentication System are composed of three main phases;
preprocessing, feature extraction, and classification and authentication phases. Figure 1 describes the
structure of the Face Recognition and Authentication System.

Figure 1: The Face Recognition and Authentication System General structure

2.1) Preprocessing Phase:By means of early vision techniques, face images are normalized and enhanced to improve the
recognition performance of the system. The following preprocessing steps can be implemented in a face
recognition system:
– Image size normalization: Because the Principal Components Analysis (PCA) and the
Linear Discriminate Analysis (LDA) involve multiplication of arrays, it is important to normalize the size
of all images. This is done by resizing all images to a default image size such as 112 x 92 pixels as in the
ORL database we use in this work to guarantee that information about the eyes, nose, and mouth is not
lost in potentially small versions of images.
– Illumination normalization: The general purpose of illumination normalization is to
decrease lighting effect when the observed images are captured in different lighting environments. A

common approach is to adjust observed images to approximate the ones captured under a standard
lighting condition.
– Histogram equalization: Histogram equalization [5] is a process of adjusting the image so
that each intensity level contains an equal number of pixels such that the appearance of the image is
improved by balancing light and dark areas. Histogram equalization (HE) [5] can be used as a simple but
very robust way to obtain light correction when applied to small regions such as faces. HE is to maximize
the contrast of an input image, resulting in a histogram of the output image which is as close to a uniform
histogram as possible. However, this does not remove the effect of a strong light source but maximizes
the entropy of an image, thus reducing the effect of differences in illumination within the same “setup” of
light sources. By doing so, HE makes facial recognition a somehow simpler task. Two examples of HE of
images can be seen in Figure 2.

a) Before histogram Equalization

b) After histogram Equalization
Figure.2. Histogram Equalization

2.2) Feature Extraction Phase:The aim of feature extraction [4] is to extract a compact set of interpersonal discriminating
geometrical or/and photometrical features of the face. The main trend in feature extraction has been
representing the data in a lower dimensional space computed through a linear or non-linear transformation
satisfying certain properties. Statistical techniques have been widely used for face recognition and in
facial analysis to extract the abstract features of the face patterns. Methods for feature extraction include:
PCA, LDA and Color Histogram Quantization are described briefly in section 4.

2.3) Feature Matching Phase:Feature matching [4] is the actual recognition process. The feature vector obtained from the feature
extraction is matched to classes (persons) of facial images already enrolled in a database. we will focus on
two classifiers the: 𝑘-NN and SVM are described briefly in section 5.

3) Feature Extraction Algorithms
A number of methods have been proposed in the last decades [6]. In the field of face recognition, the
dimension of the facial images is very high and require considerable amount of computing time for
classification. The classification and subsequent recognition time [7] can be reduced by reducing
dimension of the image data. Principal component analysis (PCA) [6] is one of the popular methods used
for feature extraction and data representation. It not only reduces the dimensionality of the image, but also

retains some of the variations in the image data and provides a compact representation of a face image.
The key idea of the PCA method is to transform the face images into a small set of characteristics feature
images, called eigenface, which are the principal components of the initial training set of the face images.
PCA yields projection directions that maximize the total scatter across all classes, i.e., across all face
images. In recognition process a test image is projected into the lower-dimension face space spanned by
the eigenfaces and then classified either by using statistical theory or a classifier. The PCA method was
developed in [6].

3.1) principal component analysis (PCA)
We implement a face recognition system using the Principal Component Analysis (PCA) [8]
algorithm. Automatic face recognition systems try to find the identity of a given face image according to
their memory. The memory of a face recognizer is generally simulated by a training set. In this paper, our
training set consists of the features extracted from known face images of different persons. Thus, the task
of the face recognizer is to find the most similar feature vector among the training set to the feature vector
of a given test image. Here, we want to recognize the identity of a person where an image of that person
(test image) is given to the system. You will use PCA as a feature extraction algorithm. We have 6 steps
to perform a principal component analysis on a set of data.
1.

Get face images.
X i = [p1 . . . pN ]T , i = 1, … , M

2.

Get the images mean.
M

1
m = ∑ xi
M
i=1

3.

Subtract each image from mean image
Xi = Xi − m

4.

Calculate the covariance matrix.
cov(X, Y) =

̅
̅
∑n
i=1(Xi −X )(Yi − Y)
(n−1)

5. Calculate the eigenvectors and eigenvalues of the covariance matrix.
M

1
2
λi =
∑(eTi wn )
M
n=1

6. Choosing components and forming a feature vector

Our target to select the Eigenvectors with the largest Eigenvalues, one selects the dimensions along
which the face images vary the most. Since the Eigenvectors are ordered high to low by the amount
of variance found between images along each Eigenvector, the last Eigenvectors find the smallest

amounts of variance. We set the minimum number of Eigenvectors to guarantee that energy e is
greater than a threshold. A typical threshold is 0.95. If we define ei as the energy of the ith
Eigenvector, it is the ratio of the sum of all Eigenvalues up to and including i over the sum of all the
Eigenvalues.
ei =

∑ij=1 λj
∑k
j=1 λj

(1)

Feature Vector = (v1 v2 v3 … vi)
In the training phase [9] [10], you should extract feature vectors for each image in the training set.
Let ΩA be a training image of person A which has a pixel resolution of M × N (M rows, N columns). In
order to extract PCA features of ΩA, you will first convert the image into a pixel vector ϕA by
concatenating each of the M rows into a single vector. The length (or, dimensionality) of the vector ϕ A
will be M ×N. In this paper, you will use the PCA algorithm as a dimensionality reduction technique
which transforms the vector ϕA to a vector ωA which has a dimensionality d where d << M × N. For each
training image Ωi, you should calculate and store these feature vectors ωi, as you see in figure 3.
In the recognition phase [10] (or, testing phase), you will be given a test image Ωj of a known
person. Let αj be the identity (name) of this person. As in the training phase, you should compute the
feature vector of this person using PCA and obtain ωj . In order to identify Ωj, you should compute the
similarities between ωj and the entire feature vectors ωi’s in the training set. The similarity between
feature vectors can be computed using Euclidean distance. The identity of the most similar ω i will be the
output of our face recognizer. If i = j, it means that we have correctly identified the person j, otherwise if i
≠ j, it means that we have misclassified the person j.

Figure 3. Reducing the dimensionality of the data, we speed up the
computations, without losing too much information.
3.2) Linear discriminate analysis (LDA)
In [9], the PCA method is used for dimension reduction for linear discriminate analysis (LDA),
generating a new paradigm, which called fisherface. The fisherface approach is more insensitive to
variations of lighting, illumination and facial expressions. However, this approach is more
computationally expensive than the PCA approach.
In face recognition, each face is represented by a large number of pixel values. Linear discriminate
analysis is primarily used here to reduce the number of features to a more manageable number before
classification. Each of the new dimensions is a linear combination of pixel values, which form a template.
The linear combinations obtained using LDA finds an efficient way to represent the face vector space by
exploiting the class information. It differentiates individual faces but recognizes faces of the same

individual. [9] [11]. The images in the training set are divided into the corresponding classes. LDA is an
example of a class specific method, in the sense that it tries to “shape” the scatter in order to make it more
reliable for classification. This method selects W in such a way that the ratio of the between class scatter
and the within- class scatter is maximized.
Given the data images Ui,
(Steps 1-4 compute the PCA eigenvectors; Step 5 computes the projected LDA data on those
Eigenvectors. Steps 6-8 compute the LDA directions which separate the data.)
1. Subtract the sample mean from the data:
Yi = Ui − μ

i = 1,2, … , n

2. Compute the Covariance Matrix S:
S = ∑ni=1 Yi YiT
3. Compute eigenvectors { v1, v2 …vk } corresponding to the largest k eigenvalues of S.
4. Let v1, v2 …vk be the columns of eigenvector matrix A= [v1, v2 …vk].
5. The new projected LDA data are:
Zi = AT Yi

i = 1,2, … , n

6. Compute the sample mean µz of the LDA data and the sample mean µzi of each class.
7. Compute the class scatter matrix Sb and the within class scatter matrix Sw.
T

Sb = ∑ci=1 ni (μzi − μz )(μzi − μz ) ;

T

Sw = ∑ci=1 ∑class K(Zk − μzi )(zk − μzi )

ni is the number of training samples in class i, c is the number of distinct classes, µzi is the mean
vector of samples belonging to class i and ZK represents the set of samples belonging to class k.
8. Solve:
Sb w = λSw w ⇒ [w1 , w2 , … , wc−1 ]
3.3) Color Histogram Quantization

In last decade; the color histogram based methods have proved simplicity and usefulness.
Initially, this idea was based on Color Histogram Quantization. [16]. we propose an algorithm
for computing histogram of grayscale images with 256 gray levels are used and using 24
quantization levels.

In the proposed histogram, we get the frequency for every gray level value, so, we will have a
vector nx1, where n indicates number of different gray levels in the image (as index) and its
value is for the frequency of that gray level in the image. After that we quantize the gray level
frequency vector into 24 quantization level with eleven gray level width (256/11= 23.3 ≈ 24
quantization level).
For training phase, Firstly, the frequency of every gray level is computed and stored in vector for
further processing. Secondly, we do a quantization by get the mean of consecutive eleven
frequencies from the stored vectors is calculated and kept to use in testing phase. And we do the
same previous processing for each testing image. So, we have a mean vector for each training
images and mean vector for the test image to get its best face matching from training set. When
we use the KNN classifier, it mentions on the next section in feature matching, we calculate the
absolute differences among the mean of training set images and the test image mean vector, and
finally, the minimum difference found identifies the matched class for the test image.
The recognition accuracy with KNN is of 100% and with SVM is 91.5% when we use 60% of
faces images for training and 40% for testing, you can find all results in the experimental result
section.

4) Feature Matching
Feature matching [4] is the actual recognition process. The feature vector obtained from the
feature extraction is matched to classes (persons) of facial images already enrolled in a database.
The choice of the classifier [12] is the next challenging stage of our system. the election of the classifier is
not as dependant of the application like feature selection, and in many cases it is done by the availability
of the algorithm. We can find three main approaches in the design of the classifiers depending on the
concept they are based on: similarity, geometry or probability.
The first type of classifiers is based on similarity; that is, similar patterns should correspond to the
same class. One of the possible techniques is template matching; that is, the pattern to be recognized is
matched against the stored templates and then a similarity measure like a correlation is estimated. Another
option is the use of a minimum distance classifier, where we should select a metric (e.g. Euclidean) and a
prototype for the class, for example the mean of the samples of every class. Then the class with a
minimum distance between the sample and the prototype is chosen.
The second type is based on geometry. These classifiers try to estimate the decision boundaries;
that is, the hyper planes that separates the classes, directly by optimizing some error criteria. Examples of
this approach are support vector machines (SVM).
Finally, we have the probabilistic approach. Depending on the available information. If we do not
have any information, we can only make a decision based on the a priori class probability, obtained from
a large enough number of random samples, and then choose the class with the higher probability.

4.1 Classification
Now the problem is how to classify the feature vectors in different classes to help us on the
recognition of the faces. One of the first ideas about this problem is the one commented in [13]. This
simple method consists in finding the face class 𝑘 that minimizes the Euclidian distance between the
vector 𝒙 and the vector 𝒙𝑘 which describes the 𝑘th class. The vectors 𝒙𝑘 are calculated by averaging the
feature vectors of the training faces of the same person. So, for each new face to be identified, the vector
𝒙 is calculated and also the distances to each known class. If the minimum distance is lower than a fixed
threshold, we could classify the face to that class, and if it is greater, it may be classified as unknown and
optionally used to begin a new face class. Finally, the eigenfaces are recalculated to add the new faces
classified as known to the model. We will focus on two classifiers the: 𝑘-NN and SVM.
4.1.1) K-nearest-neighbor algorithm (K-NN)
The first classifier we will taken about, the 𝑘-NN (𝑘-nearest neighbor) [13] is one of the simplest
classification techniques, it is based on similarity and it is based also on the idea of finding the classes of
the 𝑘-nearest neighbor vectors. Then the most represented class on those 𝑘 neighbors is found and it is
assigned to the test sample.
In this algorithm the classification of a new object is based on attributes and training samples, the
result of new instance query is classified based on majority of K-nearest neighbor category (K is
predefined integer), given a query point, the algorithm find K number of objects or training points closest
to the query point. Simply it works based on minimum distance from the searching query to the training
one to determine the K-nearest neighbors, after we gather K-nearest neighbors we take simple majority of
these K-nearest neighbors to be the prediction of the query instance.
We can compute the distance between query instance and each training data using some distance
function d(x, y), where x, y are the samples composed of N features, such that x = {x1 , x2 , … , xN },
y = {y1 , y2 , … , yN }. We use Euclidean distance measuring as distance function.
𝐍

𝐝(𝐱, 𝐲) = ∑ √𝐱 𝐢𝟐 − 𝐲𝐢𝟐

(𝟐)

𝐢=𝟏

-

Advantages of K-Nearest Neighbors; Robust to noisy training data especially in Inverse Square
of weighted distance and effective if the training data is large.
Disadvantages of KNN; Need to determine value of parameter K (number of nearest neighbors),
distance based learning is not clear which type of distance to use and which attribute to use to
produce the best results, and computation cost is quite high because we need to compute distance
of each query instance to all training samples.

4.1.2) Support Vector Machines (SVM)
The second classifier we will take about is the Support vector machines; SVM [14] is a binary
classification method it is based on geometry. (SVMs) give us a supervised learning method for
classifying both facial features and individuals based upon these. After a decent amount of training, an
SVM [16] can predict whether an input falls into one of two categories. This is done by first constructing
a hyper plane in a high dimensional space and then mapping input to points in this space. The input is
determined to be in one category or the other by measuring its distance from the hyper plane. The strength
of the category correspondence is then given by the magnitude of this distance.


Basic theory of support vector machine

The basic idea of SVM [15] is to map the linear non-separable input vectors into some higher dimensional
space such that a more suitable hyper plane can be found with minimal classification errors [9-11].
We start with training data,
D = {(xi , yi )}li=1 , where yi ∈ {−1,1}, xi ∈ RN

(3)

then map the training data into some other inner product space F via a nonlinear map,
Φ ∶ RN → F

(4)

The separating hyper plane in the space F must satisfy the following constraints,
yi (w T zi + b) ≥ 1,

zi ∈ F , i = 1,2, … , l

(5)

If the optimal hyper plane H is w0T z + b0 = 0,
then the distance between the closest vector to the hyper plane H is,
zT w

ρ(w, b) = min{x|y=1} ‖w‖ − max{x|y=−1}

zT w
‖w‖

(6)

with its maximum,
2

ρ(w0 , b0 ) = ‖w

0‖

=

2
√wT
0 w0

(7)

So the optimal separating hyper plane is determined by the vector w, which minimizes the functional.
1
Φ(w) = (w T w)
2
Subject to

yi (w T zi + b) ≥ 1, i = 1,2, … , l

It’s modified for the non-separable case to,

(8)

l

1
Φ(w) = w T w + γ ∑ ξi
2

(9)

i=1

Where the ξi are measure of the misclassification error. In terms of Lagrange multipliers, 𝑤0 can be
written as
l

w0 = ∑ λi yi zi
i=1

So the decision function,
l

f = sgn [∑ λi yi (z T zi ) + b]

(10)

i=1

The theorem of functional analysis shows that a positive semi definite symmetrical function K(u, v) can
solely define a Hilbert space Hk , K is the reproducing kernel of feature space Hk ,
K(u, v) = ∑ αk φk (u)φk (v)

(11)

k

which represents a inner product in the feature space,
ziT z = ϕ(xi )T ϕ(x) = K(xi , x)

(12)

The decision function can thus be written as
f = sgn [∑li=1 λi yi K(xi , x) + b]


(13)

SVM in multi-class classification

The formulation of SVM in previous section was based on a two-class problem; hence SVM is basically a
binary classifier. Several different schemes can be applied to the basic SVM algorithm to handle the
K-class pattern classification problem. The schemes which have been proposed in [15] for solving the
multi-class problem are as listed below:
Using k one-to-rest classifiers is the simplest scheme, and it does give reasonable results. K
classifiers will be constructed, one for each class. The Kth classifier will be trained to classify the training
data of class k against all other training data. The decision function for each of the classifier will be
combined to give the final classification decision on the K-class classification problem,
f(x) = arg maxk ∑li=1 λki yi K k (xi , x) + bk

(14)

Using k(k-1)/2 pair wise classifiers with majority voting or pair wise coupling as the voting scheme. The
schemes require a binary classifier for each possible pair of classes. The decision function of the SVM
classifier for Ki -to-Kj and Kj -to-Ki has reflectional symmetry in the zero planes. Hence only one of these
pairs of classifier is needed. The total number of classifiers for a K-class problem will then be K (K-1)/2.
The training data for each classifier is a subset of the available training data, and it will only contain the

data for the two involved classes. The data will be reliable accordingly, i.e. one will be labeled as +1
while the other as -1. These classifiers will then be combined with some voting scheme to give the final
classification results, such as majority voting or pair wise coupling.

5) EXPERIMENTAL RESULTS
The ORL faces database is used in the experiments. The ORL faces database contains have 40 persons
with 10 face images for each person with large illumination variation. We use a varying number of
images as a training set and testing set, see the following experiment table:-.
Total
Classes
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40
40

Training
Testing
Percentage Percentage
60%
40%
70%
30%
80%
20%
90%
10%
60%
40%
70%
30%
80%
20%
90%
10%
60%
40%
70%
30%
80%
20%
90%
10%
60%
40%
70%
30%
80%
20%
90%
10%
60%
40%

40

70%

30%

40

80%

20%

40

90%

10%

40

60%

40%

40

70%

30%

40

80%

20%

40

90%

10%

Feature
Extraction
PCA
PCA
PCA
PCA
PCA
PCA
PCA
PCA
LDA
LDA
LDA
LDA
LDA
LDA
LDA
LDA
Histogram
Quantization
Histogram
Quantization
Histogram
Quantization
Histogram
Quantization
Histogram
Quantization
Histogram
Quantization
Histogram
Quantization
Histogram
Quantization

KNN
KNN
KNN
KNN
SVM
SVM
SVM
SVM
KNN
KNN
KNN
KNN
SVM
SVM
SVM
SVM
KNN

Total
Correct
146/160
112/120
75/80
38/40
136/160
105/120
75/80
37/40
151/160
115/120
76/80
37/40
123/160
99/120
70/80
37/40
160/160

Total
False
14/160
8/120
5/80
2/40
24/160
15/120
5/80
3/40
9/160
5/120
4/80
3/40
37/160
21/120
10/80
3/40
0/160

KNN

120/120

0/120

100%

KNN

80/80

0/80

100%

KNN

40/40

0/40

100%

SVM

141/160

19/160

88.13%

SVM

111/120

9/120

92.5%

SVM

74/80

6/80

92.5%

SVM

38/40

2/40

95%

Classifier

Accuracy
91.25%
93.3%
93.75%
95%
85%
87.5%
93.75%
92.5%
94.4%
95.8%
95%
92.5%
77%
82.5%
87.5%
92.5%
100%

6) CONCLUSION and FUTURE WORK
The Eigenface and Fisherface method were investigated and compared. The comparative
experiment showed that the Fisherface method outperformed the Eigenface method. The usefulness of the
Fisherface method under varying illumination was verified. The color histogram quantization gets the best
result with KNN classifier. So, in the near future we want to try many dataset and enhance the PCA and
LDA results.
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